Thank you for downloading this Decide kit!
Every kit contains all the necessary elements for a group of up to 8 people playing Decide. If you
have more participants, provide each group with a kit.
The kit can be printed on A4 paper or cardboard. For best results, use 160g/m2 paper.
The first 9 pages have borders of different colours, indicating the colour of the paper on which they
should be printed. There are 3 or 4 green, 3 or 4 blue, 1 yellow and 2 orange sheets.
The other pages should be printed on white paper or cardboard.
The last 4 pages contain the placemat and the instructions for each participant.
It is important that each participant has a placemat in A3 format.
The instruction card should be printed preferably in colour, although it will work also in
black and white.
Make sure that there are as many placemats and instructions cards as there are
participants.
Enjoy Decide!
For any question or information, please email: info@playdecide.org

FUND is a project funded by the European Commission (grant agreement SiS-CT-2009-230474). The views and opinions
here expressed do not necessarily reflect those of the European Community and the Community is not liable for any use that
may be made of the information contained therein.

Instructions

1.
Preparation.
Print out the PDF’s on coloured paper or light cardboard according to the files’ names.
You need the following A4 sheets: yellow (1), orange (2), green (3 or 4), blue (3 or 4) and white (7).
Cut out the cards.
Print or copy as many placemats and instructions as there are players. Decide works best when played by
4 up to 8 people.

2.
Getting started.
From start to finish, decide will take 80 minutes to play.
All players have a ‘placemat’ in front of them. There are different types of cards that will gradually fill up
the placemats.
The facilitator talks the players through the flow of decide using the visual instructions. He or she points
out the aims of the game.
During the first part of decide, information is gathered and shared. Then the discussion phase follows.
In the third part the players try to formulate a shared group response. Decide ends when the results are
uploaded to www.playdecide.eu
Before the first phase starts, the facilitator reminds all players about the conversation guidelines (bottom
left) and hands out the yellow cards.
Anyone can raise a yellow card to pause the discussion in case they feel someone is not respecting the
guidelines. When the issue is solved, the discussion resumes.
On the top right there is a space for notes and ‘initial thoughts’.

3.
Phase 1. Information
This part of the game will take approximately 30 minutes. All players read the introduction (top-left).
All players read a few storycards, choose one, which is significant for them and put it on the placemat.
Each player briefly summarizes their storycard.
All players exchange and read infocards, choose two, which are significant for them and put them on the
placemat. Each player briefly summarizes their infocards.
All players read issuecards, choose two, which are significant for them and put them on the placemat.
Each player briefly summarizes their issuecards.
Players can use the white cards at any time to add information and issues if needed.
(not all steps are shown, the same procedure is repeated for for story-, info- and issuecards. At the end of
this phase all types of cards are ont the placemats as shown in in the last image)

4.

Phase 2. Discussion
This part of the game takes approximately another 30 minutes
There are different ways to discuss. You can choose one that fits the character of the group.
There is the ‘Free form’. No restrictions, the discussion flows among the players. Everyone tries to respect
the guidelines (if not the yellow cards can be used).
A more structured way to discuss is to ‘talk in rounds’.
If the discussion is difficult or it slows down, ‘challengecards’ might loosen things up. The facilitator hands
them out ‘face down’. Players read them and take action.
During this phase, players use the cards to sustain their arguments.
They put on the table the cards that back up their contributions, group them and record the discussion by
making clusters around the themes that reflect the group’s vision.
All types of cards can be used to make a cluster. At the end of this phase there should be at least one
cluster.

5.
Phase 3. A shared group response
This last part of decide will take approximately 20 minutes. Everybody reads the 4 policy positions.
Based on the conclusions of the cluster(s), all players vote individually in turn on all 4 policies.
Try to look for common ground. Is there a policy position you can all live with? If not, try as a group to
formulate your own ‘fifth policy’.

6.
Upload results
The facilitator transfers the results on the voting form using the ‘Share your results’ function on this
website www.playdecide.eu
Your results will be added to the results of all other decide-sessions played in Europe.

Info Card 1

Info Card 2

Info Card 3

Data Protection Day

Privacy

Personal Information Online

Data Protection Day aims to raise
awareness of privacy and data
protection. It is celebrated across
Europe each year on 28 January.

Privacy describes the right of an
individual to exercise control over the
collection, use and disclosure of their
personal information by others. It can
apply to both online and offline
contexts.

The issue of revealing too much
personal information is one of the
greatest concerns associated with
online technologies today. Risks
include increased chances of online
harassment or cyberbullying,
inappropriate online contacts,
increased chances of being located
in the real world, and identity theft.

Info Card 4

Info Card 5

Info Card 6

Location Based Services

Cookies

Location-based services (LBS) make
use of the inbuilt facilities of mobile
phones and other devices to provide
content and services based on
geographical location. Services such
as Facebook Places and Foursquare
allow people to broadcast their
locations to friends, often with a
gaming element to encourage people
to ‘check in’ or upload
location-tagged photos.

Cookies are data files that are
automatically stored by your web
browser when you visit a website.
They are usually used for
authentication or tracking the user’s
web browsing habits. Some users
consider them a breach of privacy.
Effective from 26 May 2012, a new
EU cookie law directs publishers to
inform users about cookies and gain
explicit consent for all cookies, unless
"strictly necessary".

Who young people have as
online friends

Info Card 7

Info Card 8

Info Card 9

Online reputation

Digital footprint

I'm not home

Online reputation relates to the way
you are perceived online – this could
be through your online profiles, status
updates, photos, videos or blog
entries. Colleges and employers
increasingly look at online reputations
of individuals when reviewing
applications. Be aware that your
online reputation is not only
determined by what you do, but also
what others say and publish about
you online.

The term digital footprint is used to
describe the trail left behind by your
interactions with the digital
environment – this includes
information that you consciously
leave (such as entering personal
information into an online registration
form or online profile), and
information that is less obvious (such
as information collected by websites
to track your visit).

Without realizing, there are different
ways we can tell the world when we
will be absent from home for a short
or long period. Any message you
post on social networking sites
indicating when your house will be
unguarded, may attract thieves.
Avoid posting this kind of information,
you never know who’s reading it.

A quarter of teenagers say that they
are in touch with people that they met
online in the first place (and with no
other connection to their lives). The
older they are, the more likely this is
to happen. However, nearly 90% of
young people communicate online
with people they already know in
person in real life.

Info Card 10

Info Card 11

Info Card 12

Privacy settings on social
networking sites

Online profiles: Public, private
or partially private?

Parental approaches to
keeping their children safe

All social networking sites allow users
to adjust privacy settings, which
means that young people can control
what bits of information are available
and to whom. Most of them have
learned that it is not a good idea to
post their address or phone number
on their profile and only one teenager
in seven reports having posted such
information. However, these settings
can also be quite complex at times.

The EU Kids Online report reveals
that about 60% of 9-16 year olds
have a social networking profile and
the likelihood of having one increases
with age. Young people are aware of
the importance of protecting their
private information online, with nearly
half of them keeping their profile
private and visible to their friends
only. A quarter of young people have
a public profile, visible to anyone.

Parents take different measures to
ensure their child’s safety online. The
majority talk to them about their
online activities or stay nearby when
the child is online. Half of parents
choose to monitor their child’s
activities on the internet and a
quarter track the websites visited by
the child. Most young people are
happy with this parental intervention
and only a few would like their
parents to do less.

Info Card 13

Info Card 14

Info Card 15

Secret sharing

Password strength

We don’t always know when we are
sharing our personal information.
When downloading and using
applications, we often given the
company the right to collect and use
our personal details. Always read the
terms and conditions to know to what
extent your personal information will
be used.

Strong passwords are formed
through a combination of upper and
lower case letters, numbers and
symbols to strengthen it. Ideally they
don’t refer to aspects of a person’s
private life, such as their date of birth
or the name of their children.
Unfortunately research has shown
that still too many people use far too
obvious passwords such as
“123456”, “qwerty” or “password”.
Keep in mind, only a secret password
is a strong one.

Privacy policy and Terms of
use

Info Card 16

Info Card 17

Info Card 18

HTTPS

Sexting

Identity theft

The standard HTTP protocol
transmits and receives data in an
unsecured manner, as it is possible
for someone to eavesdrop on the
data being transferred between the
user and the web server. The
‘HTTPS’ is used to secure websites,
as it encrypts the data being sent. If
someone were to capture the data
being transferred via HTTPS, it would
be unrecognizable.

Sexting is the term used to describe
the sending of sexually suggestive or
explicit messages or photographs,
typically via mobile device. While
normally consensual in the first
instance, sadly many images end up
widely circulated or posted online,
especially if relationships end. The
originator quickly loses all control
over the images, often with
embarrassing - and potentially
devastating - consequences.

Identity theft is the term used to
describe the theft of personal data to
impersonate an individual, usually for
financial gain. The issue isn’t new,
but has been intensified by the
internet, giving criminals new routes
to gathering personal data on a much
larger scale.

Each website, application and
internet program that collects
personal information from its users,
needs to thoroughly explain how this
information is collected and used
through a privacy and/or terms of use
policy. Users should be given the
choice to accept or decline these
conditions.

Info Card 19

Info Card 20

Info Card 21

Spam

Pharming

Phishing

Spam is the term used to describe
unwanted emails that are typically
distributed in bulk. Spam messages
will typically contain commercial
content – examples include
pornography, pharmaceuticals,
dubious financial transactions, or ‘too
good to be true’ offers. In most
cases, spam emails are sent with
fraudulent intent, but there are also
cases where reputable companies or
private users send mass emails too.

Pharming is the term used to
describe the process of redirecting
users to a fraudulent copy of a
legitimate website, again with the aim
of stealing personal data and
passwords for criminal intent.

During a phishing attack, users are
sent emails tricking them into
‘updating’ their personal details
online via a fake website. These
websites save this information and
use it for other, possibly damaging
objectives. You can identify these
false mails through their e-mail
address, spelling mistakes, and your
own judgment. Users should know
that banks will never ask users to
provide login details via an email.

Info Card 22

Info Card 23

Info Card 24

Online from cradle to the
grave

What do others say?

Directive 95/46/EC

It is not sufficient to only prevent your
personal information from being
disclosed to others. It is also
important to check regularly what
others have posted about you. 14%
of the adults in a Microsoft survey
confirmed they had experienced
negative consequences due to
something other people had posted
about them.

The protection of a European
citizen’s privacy is guaranteed by the
Directive 95/46/EC, which sets up a
regulatory framework to strike a
balance between a high level of
protection for the privacy of
individuals and the free movement of
personal data within the European
Union. The Directive sets strict limits
on the collection and use of personal
data and demands that each Member
State guarantees the protection of
this data.

Today’s parents are increasingly
building digital footprints for their
children prior to and from the moment
they are born. An AVG study has
shown that 81 percent of children
under the age of two currently have
some kind of digital footprint, with
images of them posted online. 7% of
babies and toddlers have an email
address created for them by their
parents, and 5% have a social
network profile.

Info Card 25

Info Card 26

Super injunction

The right to be forgotten

A super injunction is a legal decision
which forbids media from reporting on
details of a story about a specific
person, as well as from talking about
the ‘injunction’ itself.
Right now these are only possible
under UK Law, where they have
been the subject of much discussion
on freedom of speech.

This is the right of all internet users to
demand that any type of personal
information has to be deleted from
the internet and company databases.
All firms need to comply, unless there
are “legitimate” grounds to retain the
information. Many countries in the
world have already implemented this
right. In January 2012 the countries
of the EU introduced a proposal for a
law that would also introduce this
right in European legislation.

Issue Card 1

Issue Card 2

Issue Card 3

Tagging or not tagging, that’s
the question

Too young for Myspace?

Is privacy still possible?

Sometimes, tagging can be fun for
you but not so fun for others. Please
give examples of such ‘not so fun’
situations.

Young children cannot always
correctly assess the possible
consequences of their actions.
Therefore, is it right to set an age
limit to join social networking sites?

Is it still possible to protect your
privacy in the digital world?

Issue Card 4

Issue Card 5

Issue Card 6

Invisible Audiences

Protecting the next
generations

All about privacy

Do we know who is able to see what
we “say” and “do” online? We have to
accept that once something is posted
it can potentially be seen by anyone.
Privacy is only as secure as the
online friends we have.

The majority of the babies born today
will have a digital footprint starting
from the day they are born. Parents
should be able to show the wonder
they’ve brought into the world to all
their friends. Do you agree?

Should young people be concerned
about privacy? How might privacy
impact on both online and offline
activities of young people today?
What are the main issues?

Issue Card 7

Issue Card 8

Issue Card 9

One key fits all

Nothing to hide

Personalized advertisements

When you have a strong password, it
is not necessary to have a different
one for each account or to regularly
change it. Discuss.

Many people say: “I have nothing to
hide, therefore I choose to have a
public profile”. What do you think
about this statement?

When visiting certain websites, they
will show adverts adapted to our
history of online activity. After visiting
a website of a clothing shop,
advertisements on their current
collection will probably be shown, the
next time you open up your general
search engine. Given that
advertisements will be shown
anyway, is this a good thing or a bad
thing?

Issue Card 10

Issue Card 11

Issue Card 12

Different standards

Being on the radar

It shouldn’t be a problem to post
pictures of yourself drinking at a party
or kissing someone. Everyone has
done this when they were young, so
why shouldn’t I? Discuss.

Location-based-services (LBS) are
fun, as they allow you to track where
your friends are or to share your
favorite places with others. However,
LBS might also present some
problems. Can you give some
examples?

To be Phished or not to be
phished?

Issue Card 13

Issue Card 14

Issue Card 15

Shaping your online identity

Once in the spotlight…

The right to be forgotten

A person can change their online
identity in a negative, but also
positive sense. Discuss.

Many famous people complain about
the amount of private information
spread about them through modern
media, without any verification of the
correctness of the information.
However, once you are enjoying the
benefits of a life in the spotlight, you
can’t complain about the downsides
that come with it. Do you agree?

The right to be forgotten - to delete
any type of information about yourself
- isn’t that at the same time one of
the biggest threats to free speech on
the internet in the coming decade?

Issue Card 16

Issue Card 17

Issue Card 18

Open profiles

Protect the youngest

The right for people to know

“I have nothing to hide…”

Should there be stricter and easier to
use privacy settings in place for the
youngest people using social media?

If we are allowed to delete any
personal information about ourselves,
should this mean a convicted criminal
is allowed to delete all online content
about his crime. What’s your opinion?

Phishing mails often seem quite real
on first sight. They use the logo of a
certain company and address you in
a professional way. How can you
know you are dealing with a false
mail?

Issue Card 19

Issue Card 20

Know what you are agreeing
to

Upload once, online forever

Many people just tick the box when
they are requested to approve the
terms and conditions of a website,
without actually reading what they
are agreeing to. Do you do the
same? Is it not dangerous?

Though you can delete information
from your social media pages, it is
possible others have already shared
this with third parties. This way an
unstoppable dissemination of this
piece of information has been put into
motion. Have you had any bad
experiences like this, or know about
someone who got caught in such a
situation?

Guidelines Yellow Card!

Guidelines Yellow Card!

Guidelines Yellow Card!

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Guidelines Yellow Card!

Guidelines Yellow Card!

Guidelines Yellow Card!

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Guidelines Yellow Card!

Guidelines Yellow Card!

Guidelines Yellow Card!

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Use the yellow card to help
the group stick to the
guidelines. Wave it if you
feel a guideline is being
broken or if you do not
understand what is going on.

Challenge Card

Challenge Card

Challenge Card

Imagine what your
grandparents would say
about this topic! Share it
with the group.

Express any feelings on the
subject that you have not yet
shared with the group.

Pick a story card character
that is distant from your own
viewpoint. As that character,
briefly tell the group your
opinion on what you are
discussing.

Challenge Card

Challenge Card

Challenge Card

Pick a story card: select one
that is different from your
own viewpoint. Tell the
group how you think your
own views are similar and
different to the character.

As the character on your
story card, present to the
group your views on this
topic.

Do you know a story of
someone's privacy that has
been invaded? Tell this to
the group.

Challenge Card
Tell the group how you try to
protect your privacy.

Story Card 1

Story Card 2

Story Card 3

Marc's story

Lisa's story

******’s story

I teach IT in high school and some of
my pupils befriended me on Facebook.
One of them, who is quite smart but
not particularly diligent, kept really
loose privacy settings. Yesterday, I
noticed that he joined a group called
“Legalise Marijuana”. Even though I
have no direct evidence, I cannot help
but wonder if he is using it. I am not
sure what I’m supposed to do with this
information. Maybe I should have a
word with his mom and dad because if
I had a 16-year-old son, I would want
to know if he happened to use drugs.
Or maybe it’s just nothing and I should
keep this to myself.

I’d been dating my boyfriend for
almost a year and so when he asked me
to show my boobs one night while we
were talking on MSN, I didn’t think
twice, I just did it. I trusted him and
never dreamt that he would then show
the pictures to his friends at school.
Everyone has seen them now, it was so
embarrassing and my parents were so
disappointed. I’ve moved to another
school now, but I’m sure that some
people know what happened. My
biggest worry is that one day, they will
appear again and the whole nightmare
will start over – that’s the trouble with
the internet isn’t it – you can’t ever get
rid of anything, not properly.

White Card

White Card

Some people almost share anything on
Facebook: where they live, when they
are going on holiday, what cool new
stuff they have bought. We just need to
do a bit of research and choose where
we want to break in the next time.
Sometimes, it’s just too easy.

White Card

Story Card 4

Story Card 5

Story Card 6

Tom's story

Jason's story

Tina's story

Yeah, I’ve got my own website, it’s a
really important part of what I do. I
want to be a journalist when I leave
school and, nowadays, you absolutely
need to have an online presence.
However, I pay attention, I only share
information I want people to know and
that shows all the positive aspects of
my project. The more people who
follow me the better a reputation I will
have, people will start to listen. That’s
the beauty of the internet - when things
go viral there’s no stopping them.

Sure, there are risks there, I mean we
all have an online reputation, but I
think people miss the point really –
because we can take control. I’ve
decided who I want to be my “friend”
online – yes, I have about 460 'friends',
but they don’t all have access to
everything...Facebook lets you do that,
it always has done, but people don’t set
it up like that. Privacy is down to you
in the end. I only have a handful of
people who can see everything on my
profile, just the ones I really trust –
that’s life isn’t it, lots of acquaintances,
but only a few friends!

As a recruiter in my company, I am
looking for new people to come and
work for us on a daily basis. Of course
our selection is mainly based on a
person’s motivation letter, resume,
education and skills. However, before
inviting someone for an interview, we
search for them on Google and
Facebook. The image we get from
people’s pictures, online activities,
published content and information
written about him or her will also play
a major role in our decision.

White Card

White Card

White Card

Story Card 7

Story Card 8

Sammy's story

Nick's story

I was reading my messages and all of a
sudden I discover a mail from the
government’s office of taxes.
Apparently they’ve made a mistake
when reimbursing my taxes and only
part of the amount was sent and
requested me to send them a
confirmation of my bank account. I
should have realized an official
institution would never ask me such
sensitive information by mail, but it all
seemed so real. The thieves collected a
large sum of money from my account.
I will not make this mistake again.

I’ve done some bad things in my life,
but I have been convicted for them and
have done my sentence in prison.
However, I’m still called a criminal on
several websites on the internet. I have
now demanded all those websites to
take this information off. I have the
right to a second chance, and nobody
needs to know about my past.

White Card

White Card

White Card

Name of cluster:

Which conclusions does this cluster lead you to?

Cards in this cluster:
Info Card

Issue Card

Story Card

White Card

Name of cluster:

Which conclusions does this cluster lead you to?

Cards in this cluster:
Info Card

Issue Card

Story Card

White Card

Name of cluster:

Which conclusions does this cluster lead you to?

Cards in this cluster:
Info Card

Issue Card

Story Card

White Card

Policy positions for Privacy and Data protection
1

Positions
1

Support

For this role play on data protection and privacy, we
would like to hear your thoughts! Therefore, we will not
present you 4 ready made policy positions, but invite
you to come up with them yourselves.

Acceptable

3

The 4 policy positions with the most votes will be the
official policy coming forth from this game. At the end
of the discussion all participants can decide which
regulation they would support, which they would find
acceptable, which they
would find not acceptable and which they would
abstain from.

4

+++

+
--

At the end of the game, all the groups come together
and present their policy positions, which you write
down somewhere for everyone to see. Now everyone
can vote on their 4 favourite policy positions.

4

3

++

2

Try to reach an agreement with all the people in your
group. Write down a policy position on the main topics
(also called "clusters") that have come up during the
discussion.

2

--Not acceptable
Abstain

Policy positions for Privacy and Data protection
1

Positions
Support

2

3

4

+++

1

.....................................................................................

++

.....................................................................................

+

.....................................................................................
.....................................................................................

Acceptable

2

-

.....................................................................................

--

.....................................................................................
.....................................................................................

---

.....................................................................................

3

.....................................................................................
.....................................................................................
.....................................................................................
.....................................................................................

4

.....................................................................................
.....................................................................................
.....................................................................................
.....................................................................................

Not acceptable
Abstain

Story Card

Info Card

Info Card

Initial Thoughts

Privacy and Data protection

Write down your initial thoughts, use
White cards to add issues

Privacy and data protection are very hot topics in our current society. Even when we maintain the
most private and secured privacy settings on our accounts, it still feels like people are loosing power
over the information they put online. Moreover, whatever we do only, someone may be tracing our
steps and using this information for their own benefit. Is anything still private in this worlds without
secrets? Should we hold on to our quest for privacy, or is this an unavoidable evolution?

.........................................................
.........................................................
.........................................................

You Discuss!

.........................................................

Positions
1. For this role play on data protection and privacy, we would like to hear your thoughts! Therefore,
we will not present you 4 ready made policy positions, but invite you to come up with them
yourselves.
2. Try to reach an agreement with all the people in your group. Write down a policy position on the
main topics (also called "clusters") that have come up during the discussion.
3. At the end of the game, all the groups come together and present their policy positions, which
you write down somewhere for everyone to see. Now everyone can vote on their 4 favourite
policy positions.
4. The 4 policy positions with the most votes will be the official policy coming forth from this game.
At the end of the discussion all participants can decide which regulation they would support,
which they would find acceptable, which they would find not acceptable and which they would
abstain from.

.........................................................
.........................................................
.........................................................
.........................................................
.........................................................

Issue Card

Aims of the game

Issue Card

Challenge Card

- Clarify what your opinions are
- Work towards a shared group vision
- Let your voice be heard in Europe
- Enjoy discussing!

Guidelines
You have a right to a voice: speak your truth.
But not the whole truth: don't go on and on.
Value your life learning.
Respect other people.
Allow them to finish before you speak.
Delight in diversity.
Welcome surprise or confusion as a sign that you've let in new thoughts or
feelings.
Look for common ground.
'But' emphasises difference; 'and' emphasises similarity.

Three stages

. . . plus one

1. Information
Clarify your personal view on the
subject, reading and selecting the
cards which you feel are most
important for you. Place your cards on
the placemat and then read them aloud
to the other players.

2. Discussion
Together with the other players, start
discussing and identify one or more
larger themes that you all feel relevant.
Everyone gets a chance to speak. Put
your cards on the table to provide your
arguments for each theme.

± 30 MIN.

± 30 MIN.

3. Shared group response
Reflect on the theme(s) that the group
has identified and the cards that
sustain the arguments. As a group, can
you reach a positive consensus on a
policy position that reflects the group's
view?
You can formulate a new common
policy, if you wish.
± 20 MIN.

4. Action
Go to www.playdecide.eu to:
- Submit the results of your group to the Decide database;
- See how other European countries think about this issue;
- Read more about this subject;
- Download a game kit to play with your friends or colleagues;
- Learn how you can make a difference after playing Decide.

